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In smart card domain, attacks and countermeasures are advancing at a fast rate. In order to have a generic view of all the attacks,
we propose to use a Fault Tree Analysis. This method used in safety
analysis helps to understand and implement all the desirable and undesirable events existing in this domain. We apply this method to Java Card
vulnerability analysis. We dene the properties that must be ensured: integrity and condentiality of smart card data and code. By modeling the
conditions, we discovered new attack paths to get access to the smart
card contents. Then we introduce a new security api which is proposed
to mitigate the undesirable events dened in the tree models.
Abstract.
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1 Introduction
A smart card is an intelligent and ecient device which stores data securely
and also ensures a secure data exchange. Security issues and risks of attacks
are ever increasing and continuous eorts to develop countermeasures against
these attacks are sought. This requires clear understanding and analysis of possible ways of attacks and methods to avoid or mitigate them through adequate
software/hardware countermeasures. To further understand the possible attack
paths, a common method is required and in this paper we try to dene a method
which can help to sort these issues to an extent.
Often countermeasures are dedicated to an attack and do not take into account a global point of view. Usually designers use an inductive (bottom-up)
approach where, for each attack a mechanism is added to the system to mitigate
the attack. In such an approach, a probable event is assumed and the corresponding eect on the overall system is tried to be ascertained. On one hand,
this allows to determine the possible system states from the knowledge of the attacker model and on the other hand the feasible countermeasures for the attack.

Thus, it leads to several defenses where the nal goal is not clearly dened nor
ensured. Moreover the overhead of the defenses is high both in terms of memory
footprint and CPU usage.
We suggest in this paper to adopt a deductive approach (top-down) by reasoning from a more general case to a specic one. We start from an undesirable
event and an attempt is made to nd out the event, and the sequence of events
which can lead to the particular system state. From the knowledge of the effect, we search a combination of the causes. We postulate a state, in our case a
security property, and we systematically build the chain of basic events.
This approach is based on a safety analysis, often used for safety critical systems. The safety analysis performed at each stage of the system development is
intended to identify all possible hazards with their relevant causes. Traditional
safety analysis methods include, e.g. Functional Hazard Analysis (FHA) [1],
Failure Mode and Eect Analysis (FMEA) [2] and Fault Tree Analysis (FTA).
FMEA is a bottom-up method since it starts with the failure of a component or
subsystem and then looks at its eect on the overall system. First, it lists all the
components comprising a system and their associated failure modes. Then, the
eects on other components or subsystems are evaluated and listed along with
the consequence on the system for each component's failure modes. FTA, in particular, is a deductive method to analyze system design and robustness. Within
this approach we can determine how a system failure can occur. It also allows
us to propose countermeasures with a higher coverage or having wider dimension.
This paper is organized as follows, section 3 is about Java Card security. Section 4 describes smart card vulnerability analysis using FTA. Section 5 presents
an api to mitigate undesirable events. Conclusions and future works are summarized in section 6.

2 Related Works in using FTA for security analysis
FTA is often used for reliability analysis but it can be also used for computer
security. In [3] the authors suggested to integrate FTA to describe intrusions
in an IT software and Colored Petri Net (CPN) to specify the design of the
system. The FTA diagrams are augmented with nodes that describe trust, temporal and contextual relationships. They are also used to describe intrusions.
The models using CPNs for intrusion detection are built using CPN templates.
The FTA restricts drastically the possible combination of the events. In [4] they
used the FTA to assess vulnerability considering the fact that the undesirable
events of interest should already be in a fault tree designed for the purpose of
a risk assessment. They show how to build specic FTA diagrams for vulnerability assessments. In [5], an attack tree is used to model potential attacks and
threats concerning the security of a given system. Attack trees are always having the same meaning as FTA (same gate connectors). They generate attack
scenario in a close way to Unied Modeling Language (UML) scenario for evaluating, for example a buer overow in the system. Another work [6] described

a methodology to analyze both software and hardware failure in a system and
also discussed the use of FTA aordable for software systems by design, i.e. incorporating countermeasures so that the fault can be considered and mitigated
during analysis.

3 Security of Java based smart cards
Java Card is a kind of smart card that implements the standard Java Card
3.0 [7] classic edition. Such a smart card embeds a Virtual Machine (VM) which
interprets codes already romized with the operating system or downloaded after
issuance. Java Cards have shown an improved robustness compared to native
applications with respect to many attacks. Java Card is an open platform for
smart cards, i.e. able to load and execute new applications after issuance. For
security reasons, the ability to download code into the card is controlled by a
protocol dened by Global Platform [8]. This protocol ensures that the owner
of the code has the necessary credentials to perform the action. Thus dierent
applications from dierent providers can run on same smart card. Using type
verication, the byte codes delivered by the Java compiler and the converter
(in charge of delivering compact representation of class les) are protected, i.e.
and the application loaded is not hostile to other applications in the Java Card.
Furthermore, the Java Card rewall checks permissions between applications on
the card, enforcing isolation between them. Until now it was safe to presume that
the rewall was ecient enough to avoid malicious applications (applet modied
after o-card verication). Nevertheless some attacks have been successful in
retrieving secret data from the card.
Smart cards are designed to resist numerous attacks using both physical
and logical techniques. There are dierent ways to attack Java Card and many
of them are associated with countermeasures. An attacker can use physical or
logical attacks [9,10], or combined attacks [11,12] (combination of physical and
logical). Often ad-hoc countermeasures can only protect the card from a single
type of attacks. So if a manufacturer wants to protect his card against dierent
types of attacks he must embed several countermeasures. Here, we are presenting
a model to avoid embedding unwanted countermeasures which in turn helps to
protect the embedded system against attacks.

4 Smart card vulnerability analysis using FTA
4.1

Introduction

FTA is an analytical technique (top-down) where an undesirable event is dened
and the system is then analyzed to nd the combinations of basic events that
could lead to the undesirable event. A basic event represents an initial cause
which can be a hardware failure, a human error, an environment condition or
any event. The representation of the causal relationship between the events is

given through a fault tree. A fault tree is not a model of all possible system
failures but a restricted set, related to the property evaluated.
FTA is a structured diagram constructed using events and logic symbols
mainly and and or gates (Fig. 1). Other logical connectors can be used like
the not, xor, conditional etc. The and gate describes the operation where all
inputs must be present to produce the output event. The or gate triggers the
output if at least one of the input events exists. The inhibit gate describes the
possibility to forward a fault if a condition is satised. For readability of FTA
diagrams, a triangle on the side of an event denotes a label, while a triangle used
as an input of a gate denotes a sub tree dened somewhere else (Fig. 5).
In our work, we dene four undesirable events that represent the failure
of the smart card system: code or data integrity, code or data condentiality.
Code integrity is the most sensible property because it allows the attacker to
execute or modify the executable code which not only leads to the code and
data condentiality but also the data integrity. The Java Virtual Machine (JVM)
prevents these events to occur under normal execution. Intermediate nodes in
the tree represent a step in an attack while leafs (basic events) represent either
the state of the system or a known attack. If this attack needs a given state of
the system to succeed then an and gate must bind the attack to the state of
the system. Thus it becomes a condition on the system state. For example, the
Eman 2 [12] attack shown in Fig. 2, modies the return address. However, it is
necessary to get access to the content of the return address which is represented
by the intermediate node on the top. For modifying the return address, the
attacker must modify the Cap le and thereby the VM allows the execution
of ill typed applet. This latter condition is true if all the basic events are true:
absence of an embedded Byte Code Verier (BCV), no run time check of the
index of the local variables and absence of integrity check of the system context
area in the frame. The presence of one of these countermeasures is enough to
mitigate the attack.
4.2

Code Integrity

The rst property to be analyzed in a smart card for understanding or implementing security features is the code integrity. If the attacker is able to modify
the method area or more generally to divert the control ow of the code to
be executed, then he will have the possibility to read or modify the data and
code stored inside the card. We consider two possibilities here, see Fig. 3, either
the processor executes a new code (execution of an arbitrary shell code) or it
executes the regular code but in such a way that the initial semantics is not
preserved. In the left part of the tree (execution of a shell code), we can obtain
it either with the modication of the control ow with the modication of the
branch condition [12] or with the modication of the return address as explain
in the previous section. In the right branch of the fault tree diagram, we modify
the execution ow in such a way that the program counter execute an existing
code. These attacks refer to code mutation were operands can be executed instead of instructions as explained in [13]. In this class of attack, we can nd the

The causal relationship between events
Fig. 1.

Fig. 2.

Steps for an

Eman 2 attack

attacks mentioned in [14] concerning the Java exception mechanism, the attacks
are not only related to the modication of the jump oset but also through a jpc
corruption. Then all these intermediate nodes need to be rened to determine
all the causes of the unwanted events.

Fig. 3.

Code integrity tree

At that step, we need to nd the most ecient countermeasure to protect the
code integrity. As described previously, each attack can be mitigated through a
dedicated countermeasure, e.g. for the Eman 2 attack it can be either: the return
address stored in a dedicated place not accessible through a local variable, a
frame integrity mechanism, an embedded verier or verication of the indices
of the locals during the load time or some run time check, etc. One can remark
that if the countermeasure is closed to the root of the tree its eciency in
terms of coverage will be higher which doesn't mean that the countermeasure
must be close to root. There are other parameters to be taken into account
like the run time cost, the latency, the memory footprint etc. For example the
Dynamic Syntax Interpretation (DSI) has a high coverage as shown in Fig. 4:
this countermeasure is at the top of the tree. But a lot of other countermeasures
can be used. This work has been extended to three other undesirable events.

Fig. 4.

4.3

An ecient countermeasure for code integrity

Basic Events: Possible Attacks

Known attacks are considered as basic events. Several authors proposed and
tested dierent types of attacks which are discussed here.
Abusing shareable interface is an interesting technique to trick the virtual
machine (VM). The principal mode of shareable interface attack [9] is to obtain
type confusion without modifying the Cap les. To accomplish such an attack,
the authors created two applets which are communicated using the shareable
interface mechanism. Each applet uses a dierent type of array to exchange
data in order to create the type confusion. In this case, the BCV cannot detect
any problem during compilation or while loading the les. In our experience,
most of the cards with an on-card BCV refused to allow applets using Shareable
interface mechanism. Since it is impossible for an on-card BCV to detect this
kind of anomaly, Hubbers et al. proposed the hypothesis of shareable interface.
Another type of attack is the abort transaction [9] which is very dicult to
implement, but is a widely used concept in database system. The purpose of

this transaction is to make a group of atomic operations. By denition, the rollback mechanism should also deallocate any objects allocated during an aborted
transaction and reset the references of such objects to null. However, Hubbers et
al. found that some cases where the card keeps the reference to objects allocated
during transaction, even after a rollback.
A fault model is explained in [15,16] to attack the smart card by physical
means.
Nowadays, it is also possible to obtain precise byte errors using a laser beam
injection into the smart card memory or to perturb the runtime execution (like
a pipeline modication). Due to this physical fault, a logical attack can occur
which is called a combined attack. Barbu et al. proposed an attack based on
the checkcast instruction [14] which is used to modify the runtime type by
injecting a laser beam. Then this applet gets installed on the card after it has
been checked by an on card BCV and it is considered to be a valid applet. The
aim of this attack is to create a type confusion to forge a reference of an object
and its content. The authors also explained the principle of instance confusion
similar to the idea of type confusion where the objective is to confuse an instance
of object A to an object B by inducing a fault dynamically by using a laser beam.
Bouard et al. described in [12], two methods to change the control ow
graph of a Java Card. The rst one is Eman 2, which provides a way to change
the return address of the current function. This information is stored in the
Java Card stack header. Once the malicious function exits during the correct
execution, the program counter returns to the instruction which addresses it.
The address of the jpc is also stored in the Java Card Stack header. An over ow
attack succeeds in changing the return address by the address of the malicious
byte code. As there is no runtime checking on the parameter, it allows a standard
buer overow attack to modify the frame header.
4.4

Basic Events: Possible Countermeasures

For stack area protection, Girard mentioned in [17], that the system area of
the frame is very sensible. So, he suggested to split the frame and manage the
stack context separately from the stack and the locals of the frame. In [14],
Barbu proposed a real approach by modifying the value of the security context
in case of an illegal modication delegating the control to the rewall. He also
suggested a stack invariant by xor-ing the pushed and popped value. Dubreuil
et al. [13] proposed to use a typed stack without paying the cost of two stacks
manipulation. In the case of method area protection, it is possible to execute
data as program, considering the value to be xor-ed should be dependent to the
type of the variables as suggested in [17]. Here, the data are protected within
the same bounds of possibility. Barbu [14] proposed exactly the same approach,
while Razandralambo et al. [18] demonstrated that it is possible to recover the
xor value by using a dynamic syntax adding randomization to the xor function.
The implementation of all these countermeasures are during the linking step. In
order to avoid the exploitation of the linker, an algorithm has been proposed

in [13] to eciently check the usage of the token to be linked by manipulating
the reference location component.
Séré in [19] had proposed three countermeasures. The rst one is the bit eld
method based on the nature of the byte code that must remain non mutable
(i.e. an instruction cannot be replaced by an operand). The second one is the
basic block method, which is an extension of the work described in [4], where
a checksum is calculated during the execution of a linear code fragment and it
is checked during the exit. The last one is the path check method, a completely
dierent approach based on the dierence between the expected execution paths
and the current one. Any divergence or code creation can be detected by coding
the path in an ecient way.
These countermeasures are particularly interesting because they address the
two events of the rst level of code integrity. The patent [20] describes a similar
approach to the third countermeasure of Séré, but it is done at the applicative
level. A similar approach based on ags and preprocessing to detect unauthorized
modication in the control ow as mentioned in [21]. To avoid the exploitation
of the checkcast attack, an ecient implementation of this instruction was
proposed in [14].

5 Denition of an API to Mitigate the Undesirable
Events
Countermeasures can be implemented at two levels: in the virtual machine (system) or in the application. The main advantage with system countermeasures
is that the protections are stored in the ROM memory, which is a less critical
resource than the eeprom. So it is easier to deal with integration of the security
data structures and code in the system. With applicative countermeasures, it is
possible to implement several checks inside the application code to ensure that
the program always executes a valid sequence of code on valid data. It includes
double condition checks, redundant execution, counter, etc. and are well known
by the developers. Unfortunately, this kind of countermeasures drastically increase the program size because, besides the functional code, it needs security
code and the data structure for enforcing the security mechanism embedded in
the application. Furthermore, Java is an interpreted language therefore its execution is slower than that with a native language. So, this category of countermeasures suers from bad execution time and add complexity for the developer.
But, its main advantage consist in the precise knowledge that the developer has
in concerning the sensitive part of his code. A new approach consist of including
means in the system layer but driven by the application. This solution presents
a good balance between memory footprint and optimization of the countermeasure. This also presents a possibility to oer security interoperability between
several manufacturers who implement this api.

5.1

Model of attacks

Using the FTA analysis, we dened attack paths that allows a simple laser based
fault injection. They correspond to the eect of a laser fault on the JVM. By
rening the analysis, we discover three new possibilities:
 If the eect of laser aects the value returned by a method it can execute a
code fragment without the adequate authorization or in a conditional evaluation it can change the branch which is to be executed. This attack targets
the Java Card evaluation stack where the value returned by the function is
stored;
 The eect of fault can also bypass the execution of a given method. By
modifying the jpc one can jump over a method that performs a security
test letting on top of the stack the address of the called object. Of course,
the stack has a high probability to be ill typed (non compatible) at the end
of the current method. Nevertheless an attacker can still send high value
information before being detected,
 It can also modify the address of data to be copied in the i/o buer or change
the number of byte to be copied. This attack allows to dump memory in an
arbitrary way.

They have been introduced as a new intermediate node: jpc Corruption and
a new basic event: Evaluation Stack Corruption which can be obtained
either by a logical attack or a fault attack. They can be found not only on
dierent branches of the code integrity tree but also on the code condentiality
tree like the leafs of the intermediate node Conditional Branch, they are
combined with an and condition to generate the Code De-Synchronization
intermediate node.
With the FTA analysis we have been able to determine new potential vulnerabilities. The next step is to design ecient countermeasures to ensure a high
coverage with a minimal memory footprint.
5.2

The INOSSEM API

As we have seen several attacks can be performed against smart card. Therefore,
an api has been dened so that a given application can request to increase
security for a code fragment. For example, to mitigate all the attacks against the
stack, (i.e. the parameters of a called method), it is possible to invoke a method
with a signature added as a parameter. Then, the application at the beginning
of the execution of the called method should verify that the parameters have not
been modied by a fault attack (listing 1.1).
//

initialize

the

signature

object

with

the

first

parameter

paramChkInstance . i n i t ( f i r s t P a r a m ) ;
paramChkInstance . update ( secondParam ) ; // u p d a t e s i g n a t u r e b u f f e r
s h o r t paramChk = paramChkInstance . d o F i n a l ( userPIN ) ; // s i g n i t
//

invoke

the

sensitive

method

s e n s i t i v e M e t h ( f i r s t P a r a m , secondParam , userPIN , paramChk ) ;

Fig. 5.

Listing 1.1.

jpc corruption and its eects

Use of the ParamCheck class to sign parameters

All the sensitive methods of the Java Card applet must check that during
the call no attack against the integrity of the frame occurred. As describe in the
listing 1.2, if the signature does not match then the card must be blocked.
void
//

s e n s i t i v e M e t h ( byte p1 , s h o r t p2 , OwnerPIN p3 , s h o r t chk ) {

initialize

the

signature

object

with

the

parameters

paramChkInstance . i n i t ( p1 ) ; paramChkInstance . update ( p2 ) ;
// . . .

if

check

the

integrity

of

the

locals

in

( paramChkInstance . d o F i n a l ( p3 ) != chk )
{ // s o m e t h i n g b a d o c c u r r e d t a k e some
Listing 1.2.

the

frame

action

}

Use of the ParamCheck class to verify parameters.

The second attack is related with jpc corruption. The control ow of the
program can be modied due to the attack. For mitigating it, we choose to
implement a security automaton into the api. The security automaton represents
the security policy in terms of control ow checks. It is a partial representation
of the control ow of the program, thus providing a redundancy that can be
checked during the execution of the applet. For example, before decrementing
the value of a counter the authentication step must have occurred earlier. So we
include into the code some states modication with a call to the setState()
method of the api. In the constructor of the applet, we have initialized a structure

representing the security automaton. Each time a call to setState() occurs, the
system checks if the current state allows the transition to the new state, if not
it throws a security exception (listing 1.3).
void d e b i t (APDU apdu ) {
. s e t S t a t e (CRITICAL_SECTION) ; // t r a n s i t i o n t o a new s t a t e
( ! p i n . i s V a l i d a t e d ( ) ) { // d i s a l l o w s i f PIN i s n o t v e r i f i e d
t h i s . endStateMachine (PIN_VERIFICATION_REQUIRED_STATE) ;
ISOException . t h r o w I t (SW_PIN_VERIFICATION_REQUIRED) ; }

private
this
if

Listing 1.3.

The security automaton

There are other Java classes used to protect local variables against integrity and
condentiality violation. These form a coherent means to protect the application
against the attack that the FTA analysis brought to the fore.

6 Conclusion and Future Works
A Fault Tree Analysis method was proposed and applied in the smart card domain which can be used for safety and vulnerability analysis. We have identied
four major undesirable events and rened the analysis to reach till the basic
events representing the eect of either laser attacks, logical attacks or their combination. During the analysis we brought forth three new attacks considering
the eect of a single laser fault. Then in the INOSSEM project the partners
dened an api that provides protections against these attacks. With this strategy, a smart card developer can adapt the level of security of the JVM for a
given code fragment of its applet. We are currently considering quantication
of the probability for an attacker to reach his objective in a given time or the
overall mean time for the attack to succeed. This on going work uses the BDMP
formalism [22] with the models designed in this paper.
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