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Summary Motivation Approa
h O� & On Card OSGi Con
lusionDynami
 Software UpdateWhat is it?Update either appli
ations or system 
omponents whilerunning without restarting the system or stopping theappli
ation.GoalsFix bugs or 
orre
t some vulnerabilities,Improve perfoman
es by adding, deleting ormodifying some fun
tionnalities,In
rease system se
urity. 3/27
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h O� & On Card OSGi Con
lusionCase StudyAppli
ation �elds . . .1 Conta
t 
ardsSim 
ards (in�nite lifespan),Bank 
ards (two years)2 Conta
tless 
ardsEle
troni
 passports (�ve years, renewable),
⇒ Dynami
ally update system 
omponentswhile passing through the reader terminal.
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Summary Motivation Approa
h O� & On Card OSGi Con
lusionTraditional update vs HotSwUpSwUpTraditional update : stop, apply update and restart,Loss of the system state ⇒ Loss of exe
ution 
ontexts,Stopping servi
es o�er and asso
iated servi
es.HotSwUpHotSwUp : apply update while runningDon't stopping any appli
ation or any system
omponent ⇒ Don't stop servi
es o�er 5/27
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lusionCon
erning Java CardJava CardPost-issuan
e ⇒ Ability to update appli
ations,But for system 
omponents ⇒ 
reation of a new 
ard.And . . .Java Card Virtual Ma
hine never stops ⇒ Need of dynami
update of API 
omponents (
ryptographi
 algorithms)Limitations of HotSwUp te
hni
s for smart 
ardsImplemented and tested for servers and desktops,Resour
e and se
urity 
onstraints of smart 
ards. 6/27
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h O� & On Card OSGi Con
lusionOur solutionConstraintsRedu
e download overhead,Redu
e memory footprints,Redu
e energy 
onsumption,And ensure se
urity.Extends the existing Java Virtual Ma
hine (JVM),EmbedDSU ⇒ A JVM with HotSwUp me
hanism,Solution based on o�-
ard and on-
ard me
hanisms. 7/27
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h O� & On Card OSGi Con
lusionGeneral work�ow approa
h Two parts . . .O�-Card : prepare update,On-Card : e�e
tive update of
omponents.
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lusionO�-Card : prepare the updateO�-
ard pro
essCon
eption of a Domain Spe
i�
Language (DSL) used to express 
hangesbeetween 
lass �les (DIFF),Implementation of the DIFF generator.DIFF generatorInput : Two 
lass �les,Output : Express 
hanges into a dedi
atedlanguage,Goal : Restri
t update pro
ess to thoseparts of the program that are a�e
ted bymodi�
ations. 9/27
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lusionOn-Card : download into the Card
Pro
ess
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lusionOn-Card : update pro
essPro
ess based on JVM modi�
ationJVM modi�
ationJVM instrospe
tion,Dete
tion of Safe Update Point.Wrapper Module implementationAuthenti
ation,DIFF Interpreter.Updater Module implementationUpdate 
lass byte 
ode,Update 
lass obje
ts in the JVM heap,Update frames in the JVM sta
k. 11/27
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lusionRun through the JVMSta
k View Heap View
Modi�
ation of JVM ⇒ EmbedDSUTo interpret DIFF,To introspe
t heap, sta
k frame,To update data instan
es, frames and byte 
ode of updated
lass. 12/27
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lusionUpdate pro
ess overviewGlobal view on update pro
ess

When 
an we apply the update pro
ess ?
⇒ Dete
ts the safe update point . . . 13/27
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lusionOn-Card update pro
ess : Safe Update PointGoalsUpdate must be atomi
,Update must happen at point 
all safe point,To ensure 
oheren
e of exe
ution 
ontext after update.How to dete
t it?Obtain all methods 
hanged by the update (signature,byte
ode, lo
al variables, et
),Che
k if one of those methods are in the sta
k frame,If yes, then delay the update. 14/27
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lusionDynami
 Update Pro
ess ...
The proposed solution for JavaCardWorks properly,Test on an evaluation board (AT91 EB40A) whi
h
ara
teristi
s is near to JavaCard 
lassi
 target,Metri
s are presented in another paper.OSGi seems to be an other perfe
t target for adapting thatsolution.
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h O� & On Card OSGi Con
lusionWhat about DSU in OSGi?
Presentation of OSGi,What does an OSGi module looks like?DSU in the 
ontext of OSGi : Pro
ess,advantages and weaknesses,Proposed solution : Ar
hite
ture, and pro
ess
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lusionPresentation of OSGiOSGi De�nitionThe Open Servi
es GatewayInitiative is a programming modelto develop Java Appli
ations frommodular units 
alled BundlesOSGi : Two pie
esOSGi Framework ⇒ Fordeploying and exe
utionservi
e-oriented appli
ationsAnd servi
e interfa
es : setof standard servi
e (bundle)de�nitions whi
h 
an run onthe framework.

OSGi Framework
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lusionWhat does an OSGi module look like?OSGi Bundle : A JAR �le1 It is a set of 
lasses,2 With a spe
ial �le 
alledMANIFEST.MF 
ontainingmetadata informations likeName of the bundleversion,list of imports and exports(servi
es),Minimum Java versionthat the bundle needs torun on, et
.

OSGi Bundle Life
y
le
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lusionDSU in the 
ontext of OSGiBunlde Update Pro
essDe-a
tivate the old version of thebundle :Remove listeners,Unregister exported servi
es,Remove the servi
e obje
ts,Release the bounded servi
e,Release all resour
es used by thebundle obje
ts.Load and install the new bundle,And a
tivate the new one.
OSGi Dynami
 UpdateApply at bundle level,Don't stop the OSGiFramework,Don't stop the Virtualma
hine,But stop the bundleitself.
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h O� & On Card OSGi Con
lusionDSU pro
ess on OSGi : Simplisti
?AdvantagesComponent bundles 
an be added and updated atruntime,Powerful event me
hanisms are supported by theframework.WeaknessesUpdate pro
ess of bundleDea
tivates of the bundle to be updated,Loads of the 
orresponding new 
lasses,And 
alls of the start methodLoss the state of the bundle 
omponent when it isupdated ⇒ Stops the running asso
iated obje
ts andrelease the resour
es it holds after installed the newversion. 20/27
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h O� & On Card OSGi Con
lusionProposed solutionGoalsDon't destroy the exe
ution state of the bundle duringupdate ⇒ Existing instan
es 
ontinue to be runningduring the update pro
ess,Dynami
 update at the level of the bundle 
omponentthat in
lude the exe
ution state transfer of the oldversion to obtain the new version ones.Approa
hJVM-Based approa
h ⇒ Modify the virtual ma
hine in orderto introspe
t the OSGi Framework and virtual ma
hine datastru
tures to o�er dynami
 update at the 
lass and bundlelevel without loss the exe
ution state. 21/27



Summary Motivation Approa
h O� & On Card OSGi Con
lusionProposed solution : Ar
hite
ture

Figure: Proposed DSU Ar
hite
ture 22/27
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lusionProposed solution : Update Pro
ess (1)The proposed Update Module : Two parts1 The �rst partis en
apsulated as an OSGi Bundle,registers the update servi
e to the OSGi Framework,and should be started before the others bundles ex
eptthe system bundle.2 The se
ond part is link to the modi�
ation of the VM inorder to o�er some features likeSafe Update Point dete
tor,Introspe
tion of the VM and OSGi data stru
tures,Roll-ba
k when dete
ts non-atomi
ity of the update,And VM state transfer. 23/27
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h O� & On Card OSGi Con
lusionProposed solution : Update Pro
ess (2)
Proposed Update pro
ess : First phasePreparation of the Update (Di� Generator),Interpretation of the Di� �les and state transfer �les andsend ne

essary intru
tions to the pat
her,Dete
tion of Safe Update Point,Dispat
h information by the pat
her to OSGi State transferand JVM State transfer module,
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lusionProposed solution : Update Pro
ess (3)Se
ond PhaseOSGi State transfer perfomsAr
hite
ture adaptation ⇒ Update the stru
ture of theappli
ation. It 
an be applied when new 
omponents areadded or removed, or when some inter
onne
tions aremodi�ed.Interfa
e adaptation ⇒ Modify the list of servi
es providedby the bundle 
omponent.State adaptation ⇒ Adapt the old OSGi exe
ution 
ontext ofthe bundle to obtain the new one relative to the new bundle.JVM State transfer perfoms the heap obje
ts, sta
k frames,and others VM data Stru
tures adaptations. 25/27
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lusionPaper ContributionsIn this paper :we present our update pro
ess for updating 
lasses inJavaCard based Smart CardsDi� in o�-
ard,Modi�
ation of the virtual ma
hine to interpret the Di�and pat
h the old version in on-
ard.we explain the OSGi's update pro
ess and present theweaknesses of the pro
ess,we propose a to adapt our su

essful solution used forJavaCard in the 
ontext of OSGi,and then, we present the ar
hite
ture of our approa
happly on OSGi whi
h is an on-going work. 26/27
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Thank You for your attention !!
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